
Varying levels of
template difficulty
 

Choose from multiple 
attack templates

Easy-to-use dashboard 
with detailed reporting 

Customizable 
domains

Phishing focused 
learning paths
 

Campaign scheduling 
& randomization
 

Customizable educational 
landing pages to use when 
a user clicks on a simulation

Send phishing simulations by using our premade templates or by customizing your own. Randomize or schedule 
campaigns to target employees at any time or create USB Baiting campaigns. A click will result in automatic enrollment 
into reinforcement training. 

Every Security First Solution includes PhishProof™ – Select starts with 6 campaigns; Preferred starts with 12 campaigns; 
and Elite starts with 24 campaigns. 

PhishHook: suspicious email 
reporting tool for Outlook
 

Successful phishing campaigns are the number one cause of data breaches. Routinely running phishing simulations on your 
employees helps prepare them to be your first line of defense and is a key part of any effective security awareness program.
Inspired eLearning has developed PhishProof, one of the most sophisticated anti-phishing simulator tools in the market, to 
prepare your organization for all four phishing attack methods - email, phone, text, and USB baiting. 

With PhishProof™, organizations of any size can test, train, measure, and improve their phishing preparedness all under 
one unified experience, while tracking meaningful ROI.

PhishProof Product Features 

Our research reveals organizations that send simulated phishing attempts 
to their employees once a month show a 27% decrease in clicks.

Data Sheet: PhishProof

Phishing Protection Across Your Organization – PhishProof ™



Named an Inc. 5000 company for the 5th year in a row, Inspired eLearning delivers the highest quality educational 
products to transform corporate culture, nurture and enhance workforce skills, and deliver maximum ROI for the 
corporate education budget. 

Inspired eLearning offers Security Awareness and Compliance solutions that include Security First Solutions, CyQ 
Cybersecurity Assessment tool, PhishProof™ phishing assessment software, content integration, and a fully hosted 
web-based eLearning course delivery and tracking system using the iLMS (Inspired eLearning Management System).

Contact Inspired eLearning today to learn more about Security First Solutions, PhishProof™ and HR & Compliance 
offerings. Contact us at sales@inspiredelearning.com or call us at 800.631.2078.

With the USB Baiting feature, security administrators can test and educate their users on the threats of 
plugging in unauthorized USB drives. “Lure” educational pages are offered in MS Excel, MS Word, MS 
PowerPoint, and PDF formats which allow you to create authentic looking artifacts that would pique 
user’s curiosity and persuade a click or open. 

With PhishProof™ you can send employees SMS text messages to test employees’ vulnerability to 
SMiShing attacks. Cybercriminals use this social engineering method to obtain sensitive and personal 
information through smartphones. Choose from more than 12 templates and track click rates through 
your dashboard. 

Vishing or voice phishing is the fraudulent practice of extracting sensitive information over the phone. 
Educate employees on how to thwart these attacks with our new vishing simulator. Choose from more 
than 19 voice templates and track your susceptible users with our world class analytics.

Test employees’ phishing preparedness by sending them phishing email simulations. Security administrators
can schedule and randomize these campaigns to increase the authenticity of the phishing attempt. Should 
an employee fail a phishing campaign, PhishProof™ will automatically deploy reinforcement training. 

 
Vishing 

 
SMiShing 

 
USB Baiting

Email Phishing
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