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Test, train and engage

your employees INFRASTRUCTURE TEST

Malware Simulation & Scanner

Lucy enables organization to take on
the role of an attacker and uncover
existing weaknesses in both technical
infrastructure and staff knowledge and
eliminate them through a
comprehensive program.
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e Rich Media Awareness Training: Integrate rich media (video, audio, or other elements that encourage viewers
to interact and engage with the content) in your awareness trainings. Use the existing educational videos, adapt
them, or add your own rich media.

Handouts

Hand out: Comprehensive security course (PDF/PPT) &5 11 leZz@ X
Topics in this course include "SHOULDER SURFING", "PORTABLE MEDIA ATTACKS”, "VISHING (COLD
E 3 GALLING)", "CLEAR DESK POLICY", "PHYSICAL SECURITY", "VISITORS AND IN-PERSON

INTERACTION", "SOCIAL ENGINEERING", "PASSWORD SECURITY", "SECURE BROWSING",

“"SECURE SOCIAL NETWORKING", "USING PUBLIC WI.FI'S", "MOBILE SECURITY". The PDF is

‘embedded in this staic web page. The PowerPoint template is located within this template folder. You can
download it: click on item B “upload file or image” within the editor pane —> click
“search server” to access the file manager in LUCY --> click "download." After you make desired changes fo the word file, please save it
as a PDF with the name ‘info.pdf" and upload back to your LUCY instance using the file manager within this template. All content is 100
% customizable. Duration: 60-50 Minutes | SKill Level: Medium | Audience: All | Interactive: No
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...and many more

Posters

Games

o Spot the difference! E (1Ml o x

In this game the user is shown two very similar photos of everyday security situations. The user has to find
S ot the differences in the picture. At the same time he learns how to protect himself against various security

the

Difference  cames

fisks in his company by displaying explanatory texts. Time: 15-20 minutes | Interactive: Yes | Category:
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...and many more

E-Learning libraries

POSTER - "Password Mobile" (illustration) =01 i1ez=@ X
‘This template includes a poster (illustration) with the topic: "Password Mobile™. If you want fo edit the poster
or process it for printing, please click on the navigation item "Content Template” to the left, then within the
visual editor click the button "Upload File or Image”. Within the tab "Image Info" please click on “search
server" to download the Adobe llustrator file

27.08.2018 16:13:19
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...and manv more

Videos

o Secure social media usage video (close caption) = 01
| [ |

media usage. The video has English sublit

In this security awareness video we talk about

imation, language, script More info be found here:
hitps:figoo. gUHXNISG. Duration: 5:40 minutes | SKill Level: Low | Audience: All | Interactive: No | Video
stats possible: Yes

27.08.2018 16:13:54
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E-Mail only courses

(] Awareness Training Library

27.08.2018 16:16:37

B X
This template offers the possibilty to fink all existing LUCY training modules in a directory. The end user can
then put together his desired training modules himself on an overview page
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...and many more
Screensavers

Screensaver: Security lllustrations (.src) =0 1o
This screensaver, designed for a resolution of 1366x768 px. contains a series of illustrations on the subject

awareness. The image) can be easily customized using Adobe
Photoshop files inside the posters. The screensaver can be downloaded from the template. With the right
mouse button you can install it n window.

o
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Static courses

Email Only - This was a phishing simulation & Tips =8 L1 | JOR- -] x
This is a template that does not have a web page integrated. The employes is informed about the phishing
simulation and receives a few fips on how 1o better defect such attacks in the future.
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...and many more

Interactive Courses

(=] Phishing, Spoofing & CEO Fraud =i =l o= x

* In this course the student will be guided through various lessons. Topics covered include "Phishing”,

"Spoofing” & "CEO Fraud". These topics are covered in tips, static leaming content, a quiz and a multiple-
15.11.2018 17:44:27

choice test. Only after completion of a chapter, a new one can be started. At the end of the training the
participant can create a cerfficate vith the exam results. Details on the configuration can be found in
readme.html. Duration: 20-30 Minutes | Skill Level: Medium | Audience: All| Interactive: Yes
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...and many more

Micro Modules

E=Eiza X

o One Pager Phishing Awareness (responsive | B
ONE PAGER

D This is a static one page long phishing awareness himl template. It works with a min resolution of 360 pixels.
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...and many more

Prevent Phishing Attacks: 5 =a
Tips (Version 2.1)

“This static course contains 5 basic tips on how to prevent phishing attacks. Duration: 5 Minutes | Skill Level:
Low | Audience: Al | Inferactive: No
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Exams
Internet Security Exam 1.2 |2 =0 lez@ x

In this short quiz, the user is asked nine multiple in order to test their
internet securily (email security, privacy, password security, etc.). Duration: 10-15 Minutes | Skil Level: Low |
Audience: All Interactive: Yes

7.08.2018 16:12:54
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and many more

Security News

(8] . News: Do you know how to handle security incidents =5 11 B9 . x
e10101010101000 ived
AippRes  This course incidents and the in incidents.
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01010101010101181
p101010110101004
18
28122018 14:48:47 Edit Preview Website ~ Preview E-mail v

...and many more



Mobile-Responsive Format: Many of LUCY’s built-in modules are available in a mobile-responsive format that
gives your users the flexibility to take the training on any type of connected device.

One Pager P

12)

ishing Awareness (responsive| HIEEIMIIZT@E X

This is 3 statc ane page kong phishing awareness hami tempiate. it wiorks wih a min resoliton of 360 pixels.
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THIS WAS A PHISHING SIMULATION

I The email you just clicked was a simulated phishing email. Do not be alarmed, this simulation was performed with one
goal in mind: To promote awareness about the dangers of phishing attacks and to provide training on this topic. In this
[case, no personal data was collected; however, In the event of a real attack, clicking on a link or opening an infected
attachment can lead to a great deal of damage. We would like you to take a few minutes to read the tips listed below in
jorder to better understand how to prevent becoming a hacker's next victim.

[Phishing has become the cyber criminals' go-to attack for gaining access to sensitive data. Phishing emalls, .e., emails
used to obtain sensitive such as your or are getting more and more sophisticated,
Imaking it harder to distinguish what is legitimate and what is not. The good news is, there Is a lot you can do to protect
yourself from these threats,

WHAT IS PHISHING AND WHAT TO LOOK FOR

[Phishing s the act of tricking a person Into giving away sensitive information or downioading malicious software onto
their PC or company network. Nowadays, it is far easier for criminals to manipulate you to do something than it is to
Imanually hack into your computer or your company network. Phishing Is easily carried out over emall, It is inexpensive
and can be repeated over and over to large lists of recipients. Please see the tips below:

A common tactk: phishers
employ is to use
seemingly legitimate
sender's address.

Often the email is
adcressed 1o “Dear
‘customer.” of no specific
name is mentoned.
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Hovering over tne proviced
ik vl Show a difierent
URL and theretore NOT
1ne INSITUTON'S trusted wed

THIS WAS A PHISHING SIMULATION

The email you just clicked was a simulated phishing email. Do not
be alarmed, this simulation was performed with one goal in mind: To
promote awareness about the dangers of phishing attacks and to
provide training on this topic. In this case, no personal data was
collected; however, in the event of a real attack, clicking on a link or
opening an infected attachment can lead to a great deal of damage.
We would like you to take a few minutes to read the tips listed beiow
in order to better understand how to prevent becoming a hacker's
next victim.

The emall may ask you to
109 in o

unsolicied ermals o ask
for pavate cata.

Phishing has become the cyber criminals’ go-to attack for gaining
access to sensitive data. Phishing emails, i.e., emails used to obtain
sensitive information such as your usemames or passwords, are
getting more and more sophisticated, making it harder to distinguish
what is legitimate and what is not. The good news is, there is a lot
you can do to protect yourself from these threats.

WHAT |S PHISHING AND WHAT TO LOOK FOR?

Phishing is the act of tricking a person into giving away sensitive
information or downloading malicious software onto thelr PC or
company network. Nowadays, It is far easier for ciiminals to
maniputate you to do something than It is to manually hack into your
computer or your company network. Phishing Is easlly carrled out
aver amall 1t I< inavnencive and £an ha raneated auar and nuer tn

The contents of the email
are vague but gve the
busion of being real by
spectic transacton
of reference numpers.






