éCionSystems

CionSystems provides a software management suite that fills critical gaps in Microsoft Azure,
Office 365, Microsoft Exchange and Active Directory (AD) and other non-Microsoft
LDAP/Directory, OpenLDAP, Linux, Google, Salesforce, laaS clouds, and SaaS offering. We
provide a full range of operations, Identity & Access Management, and enhanced security.
CionSystems’ solutions allow businesses to effectively, efficiently and economically manage
security — for both on premise and off-premise systems, applications, and data. The software
management suite consists of several distinct software modules that can be used
independently or in any combination depending on the needs of each customer. These modules
are described in detail below.

IDENTITY & ACCESS MANAGEMENT FOR ON-PREMISE AND OFF-PREMISE, HYBRID, CLOUD

ENVIRONMENTS

ACTIVE DIRECTORY MANAGER PRO

Active Directory Manager Pro is CionSystems’ flagship product that provides full management of the data and
information contained within an enterprise’s Active Directory environment. Unlike the Microsoft Management
Console (MMC) snap-in for AD, CionSystems’ AD Manager Pro provides a rich, web-based graphical user interface
that can be securely accessed using any browser from anywhere on the network: on premise or via secure remote
access methods, such as HTTP/S or virtual private networking (VPN).

AD Manager Pro allows I.T. staff to delegate administration across various security administrators, business units,
or other delegation models, which is a key gap in Microsoft’s rudimentary tools. In addition, it supports workflows
and approval processes for provisioning and access requests. The combination of secure browser access, delegated
administration, and workflow capabilities solve several key problems that are not addressed by native AD tools:

e Minimize human interaction (and therefore, human error) for repetitive, routine, or complex tasks using
built-in automation, all without the requirement of heavy coding, customization, or scripting

e Create, read, update, and delete all objects managed within AD (users, organizations, resources, groups,
policies, etc.) using single operations via the browser user interface, or in bulk operations by batch import

e  Control by role what objects and functions various delegated administrators are allowed to access and
invoke within AD Manager Pro

e Securely manage users, their group memberships, their attributes, and their permissions to applications,
SharePoint, files, printers, etc. across multiple domains

e  Support for complex, multi-stage workflows and approvals

e Automated provisioning of AD accounts, including Microsoft Exchange mailboxes, and SharePoint and
file/print permissions using the optional provisioning module
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e  Better security by providing a centralized application for managing administrative access without

requiring complex cross-domain trust agreements or direct console access that are required when using

native AD tools
e  Built-in dashboard view of AD health

e Over two dozen built-in reports covering General User Reports, Account Status Reports, Logon Reports,

Group Reports, and Service Account Reports, satisfying audit and compliance requirements such as

HIPAA, SOX, GLBA, and others.
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‘BENEFITS FEATURES
= Lower cost of operation = Browser-based Ul, customized by role
= Centralized access, single point of access ®=  No coding or command line scripting
®  Fast, automate user provisioning = Workflow Support
®  Full reporting and auditing =  Robo Request
= Enforce policies and prove compliance ®  Secure provisioning and DE provisioning
=  Reliably manage access rights "  Role Based Access
= Helps with migration efforts ® 200+ ready-to-use reports, customizable
=  Easyinstall and ramp-up = Exchange mailbox management
= All functionality included in one file, no need for multiple = Centrally manage multiple domains
modules = Bulk object management
®=  Task approvals decrease errors and inconsistencies = Customizable templates increase
= Automates the provisioning and DE provisioning process functionality
= Schedule the tasks of adding and removing objects = Real-time notifications — inbox size,
®=  Monitor the execution of tasks password expiry, etc.
= Ability to accept or operations deny requests = Change Approval process
®  Easy compliance and governance - who, when, what, where = Office 365 Management
®  Easy Permission management and determination = Exchange (2007/2010/2013) Management
= Central management for on premise Active Directory and Through Powershell
Office 365 = AD Management Through Powershell

Manage Local Computer User accounts
Managed Based Service Accounts
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= Audit trail - who, when, what, where

=  Easy permission determination

= Bulk Modifications management

=  Temporary User and Temporary Group and
Group membership management

= Schedule object addition and removal-
automated cleanup

=  Delete Object Archival and Restore

=  Granular password, ACL management

= Group Policy Object (GPO) management

® QU Delegation

u Computer, Group, Contact, Site, Schema,
Replication, Password management

AUTOMATED USER AND ACCESS PROVISIONING

User Provisioning System creates modifies disables and deletes user accounts across IT infrastructure and business applications.
Provisioning system use templates and business rules to automate onboarding, off-boarding and other administration
workforce processes such as, new hires, transfers, promotions and terminations. Typically the system runs on schedule basis
and ensures that data is transferred or provisioned in the destination system from the source while applying rules/policies that
transforms the data for destination system.

User provisioning to company software such as enterprise directory, |IT-infrastructure commonly known as identity
management, has typically been a daunting task for enterprises. Automated user provisioning allows tasks that would normally
take days to enter mere hours, creates a single point of failure, while making your environment more streamlined. Automated
user provisioning makes the process of user creation, modification and deletion simple, cost effective, secure, efficient and
streamlined.

CionSystems provisioning system simplifies this process via their predefined and customizable templates, policies via simple
user interface. User provisioning doesn't have to be complex anymore. No script or code is needed.

Provision Process $ De-Provision Process

. NI | I
¥y T & ¥OF

New Former
Employee Employee
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CionSystems Provisioning system has two major components. First one is a service component which is continuously run on
schedule basis, based on the configuration. Second one is user interface to manage the system which is integrated in Active
Directory Manager Application under Provisioning Tab.

Clonsystems Active
Directory Manager Pro Destination

System of Record Provisioning Solution Directory
Add On

On demand /

Directory

On schedule

Service Component

Provisioning
Business Loglc

Intermediate storage

(&

Provisioning system has features like import supplement/master data, configuration of transactional files schema, other
configuration settings, status tracking, audit logging and error logging.

AD CHANGE AUDITOR AND REPORTER

A companion module to Active Directory Manager Pro, AD Change Notifier & Reporter modules provide a granular
and detailed means of tracking all changes made to the AD environment that is simply not possible or scalable
using the native Event/System/Error logs built into the Microsoft platform. These modules provide full visibility of
ALL changes to the AD environment, including domain changes, structural changes to the tree, changes to the
schema, changes to Group Policy Objects, and of course, any data changes to objects stored within AD. These
changes are tracked in real-time, including the timestamp, source of the change, and the identity of the user who
made the change, providing a complete record for auditing and compliance purposes.

While the Reporter module provides enhanced reaction ability in the event of a compliance audit or forensic
investigation, the Notifier module allows administrators to configure particularly sensitive activities to be
monitored and alerted in real-time to ensure that critical changes like domain structure modification and schema
extensions are not allowed outside of change control governance.

Active Directory changes daily, yet most IT organizations are unaware of the changes until something breaks. This
leads to downtime, loss of productivity, and higher cost. Becoming proactive and more aware is part of the overall
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IT optimization strategy. The Active Directory Change Notifier is an invaluable resource when IT organizations are
developing a proactive approach to managing their infrastructure.

= Monitor AD Administrative Activities

= Detects Who Changed What and When

= Real Time Notifications

= Enterprise-class Scalability

= Changes logged for analysis and archiving
= Regulatory Compliance
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User Reports

UserGeneral Reports Logon Reports Service Account Reports

All Users Detail Inactive Users All Managed Service Accounts

All Users Recently Logged on Users Recently Used Managed Servi
- Accounts

Users With Empty Attributes Recently Not Logged on Users

Recently Not Used Managed

Accounts

Users in more than one Group User Logon History
Deleted Users Active Users

Recently Created Users Last Logon

Recently Modified U

Dial-in Deny Access
Users with logon script
Users without logon script

List all User Account Properties

Al Mana“g.er Users
Search Users with Date Range

Users with Admin Privileges

AccountStatus Reports ) Nested Reports

Enabled Users Nested Members of a Group

Disabled Ut Groups for a User

Locked Out Users ) Managed Objects for a User
Account Expired Users 7 Direct Members of Group(s)
Recently Account Expired Users V Primary Group of a User

ENTERPRISE SELF SERVICE

This module builds on the core capabilities of AD Manager Pro, and provides a browser-based interface designed
specifically for enabling end users to self-manage certain aspects of their own profile. It also includes self-service

lost password recovery and password reset functionality that can help organizations dramatically reduce the most
common calls to the L.T. help desk. Password reset and account unlock features can be integrated with the end
user’s smartphone, tablet, shared workstations, or kiosks. Of course, all user actions follow a defined workflow,

and are recorded, which supports audit and compliance requirements.

As with AD Manager Pro, Enterprise Self Service supports both delegation and workflow, and includes the most
common delegation model out-of-the-box: super-user, power users, and end users. Other important capabilities of

this module include:

Automated manager delegation and object control, utilizing AD’s built-in “manager” attribute

Complete delegated administration of group creation and membership, including primary and secondary
group owners, for both security groups and distribution lists

The ability to support multiple password policies and associate them with a specific AD domain,
organizational unit (OU) within a domain, geography, or even based on group membership
Can be configured to use CionSystems multi-factor authentication (MFA) solution for improved security,

especially for remote access and administrator use cases
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Out-of-the-box self-service password resets for Microsoft AD, OpenLDAP, AzureAD, Office365, Google
apps, and Salesforce.com (other sources can be added through configuration)

Support for password synchronization across multiple back-end repositories, including Microsoft AD,
OpenlLDAP, AzureAD, Office365, Google apps, and Salesforce.com

Out-of-the-box “white-pages” application with free-form search for Azure AD, Office365, Active Directory
and other connectors

aC:ar\ Systems

QCionSystems

Enizrprise
Self Service Porial

CionSystems allows employees to self-manage their accounts without having to call the Help Desk.

CionSystems Enterprise Self Service product is a state-of-the-art solution for identity administration and access

control

Features

Password management

User self-registration and self-service

Supports Active Directory, Openldap, Other LDAP compliant directories, Virtual Directories, Azure AD
or Office365

Supports hybrid or pure cloud environment

Web based, lightweight footprint

Simple, configurable three tier access model: administrator, power user and users

Profile including manager attribute, Contact and Self group membership management.

Complete group management, supports primary and secondary group owners

Flexible password policies that can vary based on domain, OU, geography, and group membership
Enforces strong authentication policies

Account lock and unlock by administrator or users

Self-service Password reset, for Microsoft AD, OpenLDAP, AzureAD, Office365, Google apps, Sales
force

Password synchronization between Microsoft AD, OpenLDAP, AzureAD, Office365, Google apps, Sales
force

Web-service API's for integration

Manager can manage all direct reports profiles

Delegated user can manage their assigned objects like OU's, groups, users and other objects
White-pages - free form search for Azure AD, Office365, Active Directory and other connectors
Full audit support - All changes are tracked including who changed what and when

AD BACKUP & RECOVERY
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While Microsoft AD has become critical infrastructure for most enterprises, Microsoft does not provide an
adequate tool for backing up or recovering AD data or schema configuration. As more and more applications rely
upon AD for authentication and authorization, any outage within the AD infrastructure could have serious
detrimental effects on the availability of critical business systems. CionSystems created this important operational
tool to enable I.T. administrators to regularly backup critical AD data, as well as a utility that provides for rapid
restoration in the event of an outage, data corruption, or other unauthorized change to AD.

Native tools require an all or nothing approach, but often, a granular approach is required, where specific objects —
with all of their attributes intact — must be restored. This granular capability is particularly important for recovering
Group Policy Objects, which are the backbone of the security model underlying AD (and AD-reliant applications
such as SharePoint, .Net applications, or other natively-integrated applications). The granular approach also means
that recovery time can be dramatically reduced when compared with the native tool’s all-or-nothing method.
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e Choose between online Granular Recovery, including object attributes, or Full Domain Restore

e Restore any object including Group Policies in AD, allowing you to recover a deleted user account with all
of its group memberships, attributes and password policies without restarting system

e Extensible search capability (deleted item, date, etc.)

e  Easily compare backup snapshots or to determine changes between snapshots

]
Copyright CionSystems Inc | 6640 185" ave ne | Redmond WA 98052 | USA | Tel 425.605.5325 | Fax 425.605.5325
www.CionSystems.com Page 8


http://www.cionsystems.com/
http://www.cionsystems.com/index.php

gCionSystems

GPO MANAGER

Group Policy Objects (GPOs) are constructs that are stored within Active Directory that allow I.T. administrators to
control a wide variety of security settings and access permissions. Examples of how GPOs are typically used
include:

e password policies

o allowed logon hours

e what software is allowed on laptops or workstations
e ability to read-write-update directory data

e file and printer permissions

While GPOs are very powerful, the challenge for most organizations trying to manage GPOs with native tools is
that they can quickly proliferate to the point of being unmanageable. With native tools, it is common for I.T.
administrators to have great difficulty determining exactly what the overall security policy is, and whether or not
the GPOs are actually enforcing the policies they were intended to enforce.

CionSystems’ GPO Manager provides a robust Microsoft Management Console (MMC) snap-in that dramatically
improves the ability of administrators to manage GPOs. GPO Manager provides capabilities not found in the native
tools, such as:

e centralized view of tiered and delegated GPOs

e  workflow management for policy approval

e policy check in and check out to help manage version control and inadvertent changes
e change control and rollback

e  backup and restore

e  built-in reports

]
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GPO Manager Benefits:

workflow.

system outages and security exposures

Console (GPMC), to strengthen infrastructure investments

MULTI-FACTOR AUTHENTICATION

Simplifies and automates critical tasks, reduces outages by eliminating manual process and scripts
Helps prove compliance to ITIL, MOF, SOX, Basel Il, HIPAA and C-198.
Improves availability and disaster recovery via backup and rollback capabilities.

Simplifies and improves network security by restricting access to production GPOs.

Allows administrators to edit and test GPOs and have them approved before they are deployed
Archives all GPO settings

Simplifies the enforcement of enterprise-wide business policies by enabling streamlined GPO control via

Gives Active Directory administrators and security personnel's control of GPO changes, to eliminate

Leverages, complements and extends native Microsoft technology, including Group Policy Management

One of the most significant security weaknesses in any information system is the password-based single-factor

credential that is commonly used to authenticate a user to a system. Security experts widely advocate for replacing
single-factor credentials with multi-factor authentication (MFA) methods. While MFA solutions are dramatically
more secure due to their ability to withstand brute force, keylogger, man-in-the-middle, and other common

attacks, they come with a significant drawback: usability is typically much harder, so consequently, end users often

complain about them.
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CionSystems has created a user-friendly multi-factor authentication module that can be deployed on managed
workstations that utilizes the enterprise’s existing username + password credential, and then supplements it with a
second factor of authentication. The second factor can be configured for one of three options:

e Token base of Generic USB key

e  Offline tokens

e Challenge-Response questions

e  Qut-of-band PIN sent to email

e  Qut-of-band PIN sent to SMS / phone

PASSWORD PROOF ACCESS

Of course, the MFA solution includes user facilities for selecting their challenge-response questions and managing
their email and phone settings. Working in concert with AD Manager Pro, Enterprise Self Service, and GPO
Manager, MFA policies can be set on specific objects within the directory (for example, on specific geographic
regions, or specific organizational units) in order to enforce strong authentication For example:

e Require end users to use MFA when accessing highly secure content
e  Require administrators to use MFA before accessing administrative functions
e Require users from risky geographic regions

CLOUD IDENTITY MANAGER

For enterprises that have begun to adopt cloud-based services (such as Office365 and Azure-hosted applications),
a significant challenge is that security policies and credentials between on premise and off-premise environments
quickly become fragmented. 0365 and Azure each provide their own identity management facilities, but Microsoft
does not provide a single way to manage identities for the on premise AD, the 0365 instance(s), or the Azure
infrastructure. Consequently, enterprises using both 0365 and Azure have to manage the same identity
information in at least three places, with the requisite increased management burden and risk of data entry error
from manually processing the same kinds of identity information multiple times.

e —
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To help ease this burden, CionSystems created a module called Cloud Identity Manager, which centralizes,
streamlines, and synchronizes critical identity data between the on premise AD environment and off-premise
offerings. Many of the features described in AD Manager Pro are available in Cloud Identity Manager, with the key
difference being that the identity information is securely synchronized between the on premise AD and the off-
premise management infrastructures at 0365 and Azure. Key features include:

e Transparent self-service password management for 0365 and Azure users

e Automated user creation and disablement of user accounts in the cloud, minimizing the risk of orphaned
users, or users retaining access after separation

e Automated account deactivation based on premise events (typically, account lock or disable in the on
premise AD)

e  Over two-dozen out-of-the-box user reports not provided by 0365 or Azure

e  Migration utilities that streamline and phase the migration of users from on premise Office productivity
and Microsoft Exchange to 0365, including exchange mailboxes or non-Exchange email systems such as
POP3 or IMAP4

e  Automatic or on-demand deletion of a deactivated user’s OneDrive, with automated archiving and
migration of data to the manager’s share with appropriate access controls applied
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PowerShell for SharePoirt Manage Users ¥ Sign+n allowed Users  Partner agents with limited access

o Report

Al Users Al Ser?d As Eerrnlssmns = Lync Reports E;p_

Licensed Users Al Active Maiboxes ’n‘d'“? MEI"’.‘@I&S Active Users Based Report

UnLicensed Users Nm—l !Ir:'d'ae Mailboxes Peerto-Peer Sessions rt

. q =

Sign+n Blocked Users a! e } AV Conference Report =

Sianin Alowed Users Mailbox: Phone & Voice Features P20 Muckc & Vicdeo B

et il dadnet Last Login and Log off EEARHCE NS

Deleted Users Al Mailbox Email Alias

Users With Role e )
Al Groups licensed «

Browser Used to Login Groups (Securtyl  MailEnabled Security lse

D35 Used to Login Groups (Distribution) se

Connection by Client Tvpe Groups amic Distribution e

Malware Detection Members of Security Groups |

Spam Detection Members of Distribution Groups se

Sent & Received Emails Members of Chnamic Distribution Groups Ise

Top Mail Traffic Summany Groups Added & Deleted in & months (Counts |se

Recipient Statistics Groups Added & Changed in 6 months lse
Mailboxes Added & Deleted in & Months lse

Get Distribution Lists Created in & Months{Al Attributes
Get Distribution Lists Created in & Months(limited Attributes)
Get Distrbution Lists Changed in & Months(All Attributes) e
Get Distribution Lists Changed in & Months{limited Atributes _|;|
Get Users Deleted in & Months D

e | e

CLOUD IDENTITY MINDER

For enterprises that deploy web applications, another challenge is providing a common authentication experience
that is easy to use for end users, while still enforcing the enterprise’s required security policies. CionSystems’ Cloud
Identity Minder is a transparent proxy authentication solution that provides a common, externalized
authentication layer that can be used for any web application, regardless of where it is hosted.

The solution provides self-registration for end users (including self-service password management), and the ability
to select and request access to applications that may be hosted within the enterprise or at a variety of cloud
providers. Once registered, when the user accesses the Cloud Identity Minder landing page and clicks on an
application they have been granted, Cloud Identity Minder intercepts the connection and prompts the user to
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authenticate. Of course, this capability can be combined with CionSystems’ MFA solution to provide strong
authentication for higher risk applications.

Gloud Identity Minder

Bashboord Reports User Monagement  Customizotion  Administrotor Settings
Segiter

In addition to the end user interface, Cloud Identity Minder includes a web-based management interface that
enables administrators to configure applications, set security policies, perform user administration functions, and
other related management tasks. This solution currently supports web applications that authentication to Active
Directory, any standard LDAP, AzureAD, and Office365. It also includes a full Application Programming Interface
(API) in order to extend the capability to other applications and platforms.

ADDITIONAL MODULES

WINDOWS SYSTEM INFORMATION & COMPARE

One of the biggest challenges faced by Windows systems administrators is identifying the thousands of small but
critical changes that occur from the time a system is put into service until the moment it experiences a critical
problem. Microsoft does not provide a suitable native tool to be able to identify system level changes on the file
system or within the registry, particularly when dealing with a large fleet of servers.

CionSystems’ System Information & Compare is a windows-based application that allows system administrators to
remotely connect to managed systems, capture snapshots of all of these configuration details, and then perform
side-by-side comparisons. The comparison data can be captured locally or remotely, and can be stored on the local
system, or in a centralized repository. It also allows administrators to define Master configurations that can be re-
applied if necessary, as well as a viewer tool for analyzing changes and pinpointing problems. Since the utility uses
the Windows Management Instrumentation (WMI) protocol, there is no need for locally-deployed agents that can

e —
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interfere with normal system operations.
@ System Information and Comparison =|Ulll
Ble View Report Differences Help

BEHEDE WX | TLO

CurentViews | SavedViews | Dferences | Saved difs |

-4 WIN-01C7F4ADFUO(12-29-2016 @ 17.25.34) Name | FieSize | Version | Date Modiied [ FileType [ -
- &) WIN-DICTF4ADFUO(12:29-2016 @ 17.3358) C:\\WINDOWS\\

£ WINDICTFAADFUON2 232016 @ 17.44.23) [Bbfsve.exe 69.5KB 6.1.7601.17514 12/18/20131:23:42... Aopiication
i Compuser » [Bbootstat dat 66KB 7/13/2009 10:42:10... dat Fle
Ej = D:m", meElo [:8dd_voredistmsi0tfboe  428.087890625K 6/6/20143:41:41AM  Text Document
& Cortrob | §dd_veredistmsi12ate  570.73828125KB 6/5/2014551:56AM  Text Document
B3 vemory [Bdd_voredstmsioosoe 4152792968758 6/6/20143:3313AM  Text Document
@89 OpetingSystem [Bdd_veredstuiotone 1111430453125k 6/6/20143:40.00AM  Text Document
TS Softwares [Bd_veredituitezane  1129.046875K8 6/5/2014551:04AM  Text Document
-0 Network E dd_voredistui™08b¢  1111.408203125KB 6/6/20143:3055AM  Text Document
- € MutiMedia $dd_vstord0_xE4msi3lef.... 1512.93359375KB 6/5/2014337:34AM  Text Document
® g Display |78 dd_vstor40_x64msi32d7... 1832.033203125KB 6/5/20143:38:48AM  Text Document

= § lISinfo |7 dd_vstor40_x64msi3dcs... 1616.056640625KB 10/16/20143:10:19...  Text Document ||
&) WebServer | dd_vstor40_x64msi4994... 1607.626953125KB 8/15/20143:11:45AM  Text Document
g VitualDir |8 dd_vstor40_x64uiztef e 18.951171875KB 6/5/20143:3730AM  Text Document
(31 ApplcationPoolSetting | "% dd_vstord0_x64ui32d71¢  18.904296875KB 6/5/20143:38:41AM  Text Document
i [ WebServiceSetting |"$dd_vstord0_x64ui3dcatd  14.662109375KB 10/16/20143:10:15...  Text Document
- Server |7®dd_vstor40_x64i49946¢  10.943359375KB 8/15/20143:11:38AM  Text Document
&-8 hnPu | % diagemaml 1.845703125K8 6/4/20143.00:12AM XML Document
=) 6 Regsty Key | % diagwm i 1.845703125KB 6/4/2014300:12AM XML Document
i ?;SYSTEMWCM‘”'S“ [ otcinstatiog 1732421875KB 7/1/200994953PM  Text Document
o — [Bexlorerexe 2804 5kB 6.1.7601.17567 6/6/2014 3:40:29 AM Application
| fash for 4.43359375KB 12/19/2014 4:55:40 ... for File

(£33 C:\\WINDOWS\\system32\\

3 CAWINDOWS\V\system32\drivers\y |“Btveupdate exe 15KB 6.1.7600.16385 7/13/2008 4:22:13PM Application
@ visc |“$helppane exe 716.5kB 6.1.7600.16385 7/13/2009 5:29:53 PM Application
|“$hhexe 16.5K8B 6.1.7600.16385 7/13/2009 5:29:03 PM Application
|“$ie11_mainJog 14.419921875KB 6/5/20144:34:18AM  Text Document |
53 Objects
Contact:

Zubair Ansari

Cell: (206) 437-1655

Phone: (425) 605-5325 ext 52

Fax: (425) 605-5325

Email: zubair@CionSystems.com
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